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Application of algebraic methods into cryptanalysis of block cipher
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(School of Mathematics and Computational Science, Hunan University of Science and Technology, Xiangtan 411201, China)

Abstract; This paper mainly analyzes algebraic methods that are applied in impossible difference
cryptanalysis of block cipher, including linear equations, Boolean algebra, polynomial theory in finite fields and
groebner basis theory. Improving the original method of algebra automated search, the improved algorithm can
better evaluate the ability of block cipher to resistance impossible differencial cryptanalysis and provide technical
support for system safety of the mines.
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